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Introduction
The joining of digital and modern technologies into core areas of our society such as governance, economy and social interaction has made the digital world a key factor and aspect for human dignity as well as equality in the 21st century. Therefore, protecting human rights online is now crucial and needed for protecting people everywhere. 
The current situation of this issue is full of conflicts and sharp contrasts. On one hand, digital tools have created many ways to upheld rights, for example, enabling free expression across borders and broadening access to information. On the other hand, these same exact technologies also have created numerous methods for violating rights. Reality is now made by the collection and sale or trade of personal data, the use and function of hidden algorithms in important public and private services. As well as the growing use of digital networks for government surveillance. This means that the tools that are supposed to symbolize freedom and the tools that are for control are identical. 
While the internet provides many spaces for speech, automated content removal and government-ordered shutdowns, with over 280 major shutdowns recorded withing recent years, such as 84 recorded shutdowns in India in 2022, 18 shutdowns of Iran documented during protests, these heavily limit freedom of expression. At the same time, a critical digital divide still leaves billions of people, mostly in poorer areas and nations, cut off from essential services, leading to the deepening of global inequality. 
 The major challenge is a key gap in rules and enforcement. While already existing human rights laws fully apply online and in digital spaces, putting them into practice has fallen behind the speed of our technological change. The addressing of the urgent need to turn established rights into firm legal and corporate accountability systems made specifically for the digital world is key. The goals are to make sure that the foundation of our digital future is built for protection and support human rights.


Definition of Key Terms 
Digital Human Rights  
Digital human rights refers to the application of our existing human rights, such as privacy, freedom of expression and non-discrimination to digital technologies and online spaces ensuring these rates are equally protected both online and as well offline. Essentially, its purpose is to ensure the maintenance of the guiding principles of human rights in the digital era and manage the evolving issues of data, exploitation, algorithms, plus surveillance.
Universal Declaration of Human Rights (UDHR)
	The foundational document, whose Articles 12, 19, 20 are key references for digital rights. Art.12, the right to be free from arbitrary interface with one’s privacy, family, home or correspondence. Art.19, The right to hold and express opinions without interface and to seek/receive information. Art.20, applied to online organizing and digital communities. 
Artificial Intelligence (AI) / Algorithmic systems
Such automated tools for making decisions, which have possibilities, may affect rights with respect to justice, work, or social services. Describes computer programs aimed at executing tasks which demand human intelligence, for example, seeing, talking, and deciding. Artificial intelligence (AI) are computer systems which conduct tasks that demand human-like intelligence, for instance, seeing, talking, learning, reasoning, and deciding, by analyzing information instead of adhering to guidelines for each task.
Biometric Data 
Biometric data is information based on specific information regarding a person’s unique physical and behavioral characteristics, and such data is essential not only for verifying but also identifying who the person is. There are several types of biometric data, including fingerprints, facial features, voice, and even the way one types or walks. However, such data and information are closely connected to a person’s identity and are not easily changeable.
The Internet of Things (IoT)
The Internet of Things is a term that describes a group of physical devices, people, and organizations that we access through the devices within this internet of things, for example, smart devices within our homes, such as Amazon Echo, Google Nest, fitness devices like Apple Watch, Fitbit, medical devices like insulin pumps, and cameras on the road. These devices monitor our lives and make our lives easier. The Internet of Things assists us, as humans, to achieve control over our lives, health, and safety.
Digital Public Infrastructure (DPI)
State-backed, interoperable open systems, for example, digital IDs, payments that can deliver services equitably. Digital public infrastructure are, for example, shared interoperable digital systems such as data exchange protocols that enable the delivery of basic and important services to the public.
International Telecommunication Union (ITU)
The UN specialized agency for Information and Communications Technologies (ICTs), it is very crucial for setting technical standards and tracking global connectivity data, focusing on the digital divide. 
Internet Governance Forum (IGF)
	A global multi-stakeholder forum convened by the United Nations (UN) for policy dialogue on issues related to the internet governance. It serves to bring people together from various stakeholder groups such as the Internet Corporation for Assigned Names and Numbers (ICANN) and the Internet Society (ISOC) as equals in discussions on public policy issues relating fully to the internet. 
The Global Network (GNI)
	A multi-stakeholder organization of technology companies, civil society, investors, and academics that come together to protect freedom of expression plus privacy in the technology sector. 
The Internet Society (ISOC)
	The Internet Society is a nonprofit organization, dedicated to ensuring open development, evolution, and use of the Internet worldwide. It is a global organization dedicated to keep internet open, transparent, user defined. 




Background
Historical context (1990s-2010s)
Thus, we see the beginning of the association between our human rights and technology as having positive roots in the 1990s, with the economic expansion of the internet as a liberating force, as an global public square to evade government censorship and to empower people to enjoy their rights to expression, assembly, and information. Important markers may be noted in the formulation and accomplishment of the UN Right to Development Resolution of 1988, which recognized communications technology; the WSIS summit of 2003-2005, which points to technology as enlivening a human-centered future; and the UN report of 2011 stating that the same rights apply both online and offline. However, this term also saw the emergence of the foundational threats. The rise of the digital world and social media, as well as data-harvesting business models in the 2000s commodified personal information and data. This period of time established the core tensions and problems between the digital empowerment and digital control. 
Causes of the contemporary crisis (2010s-present)
The current human rights challenges are not accidental but are actually driven by systemic causes. Technologically, the convergence of big data analytics, AI, as well as global connectivity has enabled surveillance and automated decision-making at unprecedented scale and sophistication. Economically, the dominant “surveillance capitalism” model which prioritizes maximum data accumulation over individual privacy and autonomy and treats personal data and information as the raw material for profit and creating incentives for continuous collection same with behavioral prediction and estimates. Focusing politically, digital tools and these digital technologies have been weaponized, with states employing network shutdowns, targeted spyware, and automated disinformation campaigns to end conflict. Moreover, the absence of consistent and enforced international regulation have already created a governance vacuum, letting rapid technological advances to exceed legal and as well ethical frameworks. These reasons have collectively shifted the digital world and ecosystem from space of possible liberation to one of significant threat for privacy, autonomy and most importantly, equality. 
A global policy divide
The views and opinions of the international stakeholders are diverse, and this is the cause of fragmentation. Western-Liberal Perspective: This view is held by the European Union (EU) and the vast majority of civil society groups. They support individualistic rights, which comprise data protection, platform responsibility, and ethics in AI. The State Sovereignty Perspective, led by China, Russia, and other nations, is focused on state security, cyber sovereignty, and social stability, while some nations are using their laws to exercise substantial control over content and data localization.

Major Stakeholders  
The European Union 
The European Union is a global regulatory leader supporting a right based, rule of law approach. Its position and stance are to establish needed legal standards to protect people and citizens from corporate and sate digital overreach. The primary actions involve passing landmark laws and implementing The General Data Protection Regulation (GDPR) for privacy rights and The Digital Services Act (DSA) which establishes online platform accountability requirements. Additionally, the AI Act which sorts and regulates AI systems by risk level. Its role is that of normative power, seeking to export its regulatory models globally. 
The United States 
The Unites States is a stakeholder balancing corporate innovation, national security and as well as democratic values. Its position is characterized by a divisional, market driven approach, with strong advocacy for a free and open internet but significant gaps in federal privacy law. Key actions include targeting the influence of its tech giants, pursuing technology split for security, for example with China, and leading multi stakeholder initiatives like the Freedom Online Coalition. Its role is as the home of strong companies and key player in cyber diplomacy and internet governance. 
The People’s Republic of China 
China advocates for the principle of cyber sovereignty and national security above any other individual digital human rights. China’s stance and country position asserts that states have the right to govern their own internet and digital space without any external interference. Key actions include a governance model with the Great Firewall, data localization, and a Social Credit System, as well as the promotion of alternative digital governance models at multilateral institutions like the UN.


The Global South Bloc (e.g. India, Brazil, South Africa)
Represents as a diverse but important group whose stances centers on digital equity, development and decolonization. Its major priorities include closing the digital divide, gaining fair values from digital economies and resisting data and information colonialism. Their role involves pushing for reforms in global internet governance to be more complete and challenging the dominance of Western technology corporations and regulatory paradigms. 
International Telecommunication Union
The International Telecommunication Union is a technical standard setter with growing political influence. Its stances are officially neutral but is a key tract for competing governance models. Its role involves setting global telecommunication standards, making it central to debates focusing on infrastructure, security, plus internet fragmentation. 
Electronic Frontier Foundation (EFF)
The Electronic Frontier Foundation is a legal and technical defense organization. This can be supported by civil liberties, which have a libertarian leaning. This organization has major activities such as litigation against government surveillance, creating privacy-enhancing technologies, as well as opposing overinclusive surveillance laws.
The Global Network Initiative 
The Global Network Initiative represents a multi-stakeholder accountability framework. Its stance is to provide a feasible code of conduct based on the international human rights standards for all technology companies. Its role is to offer a digital platform for technology companies, civil society, and investors to collaborate on protecting freedom of expression and speech as well as privacy, serving as a benchmark for corporate responsibility. 

Previous Attempts to Solve the Issue  
There were many previous attempts to solve this pressing issue, one as the UN Guiding Principles on Business and Human Rights (UNGPs) and the corporate responsibility to respect. Adopted unitedly by the UN Human Rights Council in 2011, the UNGPs are non-binding framework. They established that while states have the job and duty to protect human rights, businesses have a clear corporate responsibility to respect all human rights. This requires companies, also including technology firms to conduct human rights due diligence, identifying, preventing and as well as accounting for their human rights impacts in every operation and supply chain. The UNGPs created the first globally accepted standard for corporate human rights responsibility, moving beyond into some national laws, for example, the French Duty of Vigilance law, and inspired due diligence reporting requirements and standards in regulations like the EU’s proposed Corporate Sustainability Due Diligence Directive (CSDD). Major technology companies now publish human rights impact assessments and transparency reports. However, the framework’s voluntary nature is its greatest weakness. Compliance is inconsistent and often superficial, with many companies treating due diligence as a public relations exercise and practice rather than a key operational change. 
The European Union’s General Data Protection Regulation (GDPR) was implemented in 2018, the GDPR is a comprehensive, binding regional regulation designed to match data privacy laws all across Europe. Its key and core action are to give individuals control over their personal private data through enforceable rights, for example rights to access, rectification and data portability. This imposes and provides strict obligations on data controllers and processors, including the requirement for a lawful basis for processing and mandates for data protection by design and by default. It is backed by the threat of substantial fines which is up to 4% of global turnover. The GDPR is widely considered as the most significant and successful attempt to regulate a core digital human right issue, and that is privacy. It has also raised public awareness of data rights at a huge rate, plus empowered national regulators to levy major fines for violations. On the other hand, this regulation and enforcement has been uneven and slow, with under-resourced regulators struggling to keep steady pace with the technology industry. 

Possible Solutions  
Establishing a binding treaty on technology sector accountability would be one possible solution to put in action. The approach of this solution would be to create enforceable international law to hold technology companies responsible for human rights impacts. It would move beyond voluntary guidelines by mandating transparent human rights due diligence, independent algorithmic audits, and establishing clear legal pathways for victims to seek remedy. 
Creating a human right based digital public infrastructure would also be a possible and feasible solution to tackle this issue. This solution promotes stat supported, open-source digital systems such as digital identity or data exchange planforms and spaces designed as public goods. The goal is to create alternatives to private platform monopolies, making sure that essential services are accessible and that privacy protecting by its design. 
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